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1. IEJIX 1 3AJIAYHU OCBOEHMUSA JUCIIAITJIMHBI

Ienn ocBoOeHMs TUCHUIITTUHBI:

[lenpro wM3ydeHUs IUCLHUIUIMHBI «be30IaCHOCTh BBIYHUCIUTEIBHBIX CETEH» SABIISACTCS
TEOPETUYECKass M IPAKTHUYECKAs IOATOTOBKA CHELUAINCTOB K ACATEIbHOCTH, CBSI3aHHOM C
IIOCTPOCHHEM 3alllMIICHHBIX CETEeBbIX AaBTOMATHU3MPOBAHHBIX CHCTEM, a Takxke oOyueHHe
HNPUHIUIAM U METOJIaM 3allUThl THPOPMALIMU B BEIYUCIUTEIBHBIX CETAX.

3agaum ocBOCHMS TMCIUIIAHBI:

M3yYEHHUE TUIIOBBIX YIpo3 0€30IaCHOCTH B BBIUYMCIUTEIbHBIX CETSX;

M3y4eHHUe KpUnTorpapuuecKux U NporpaMMHO-aNnapaTHbIX METOI0B 00ecTIeYeHUs

MH(GOPMALMOHHOHN 0€30MaCHOCTH B BHIYNCIUTENBHBIX CETSX;

npuoOpeTeHne HABBIKOB HACTPOHMKM W JKCIUTyaTallid  CPeJICTB  OOecredeHus
0€30I1aCHOCTH B BBIYUCIUTEIBHBIX CETSX;

OBJIAJICHUE CPEACTBAMU U METONAMM IPOEKTUPOBAHUS U IIOCTPOCHUs 3allMILEHHBIX
CETEBBIX ABTOMAaTU3UPOBAHHBIX CHCTEM;

OBJIAJICHUE CPEICTBAMM U METOAAMH BBISBIICHUS U HEUTPAIU3ALUHU [IONBITOK HAPYIICHUS
0€30I1aCHOCTH B BBIUUCIIUTEIIBHBIX CETSX.

2. MECTO JUCHMIIJIMHBI B CTPYKTYPE OIIOII BO

JucuunimHa «be3onacHOCTh BBIYMCIUTENBHBIX ceTei» u3ydaercs B 9 u 10 cemectpax u
OTHOCUTCI K oOsa3arensHOM dactu mucnuiuimd Onmoxka bBb1.0  coemumansHoctu 10.05.03
"NUHdopmanronHas 6€30MacCHOCTh aBTOMAaTH3UPOBAaHHBIX CHCTEM .

Kypc y4ueOHON OUCHMIIUHBI TECHO YBSI3aH C JAPYTUMHU y4€OHBIMU JHUCUUIUIMHAMU, B
nepByro0 ouepens ¢ Kypcamu «MHpopMmaTHKay, «SI3bIKU MporpaMMUpOBaHusy», «TexHomoruu u
METOJIbI TIporpaMMmupoBaHus», «Opranuzanuss OBM u BBIUHCIHTENBHBIX cHCTEM», «CeTH u
cucTeMbl Tnepenaun uHpopManum», «be30macHOCTh ONEpalMoOHHBIX cucTem», «OCHOBBI
nH(pOopManMOHHOW 0e30MacHOCTHY», «AIMUHHUCTpUpOBaHHE ceTeir DBMy, mno3BonsiomuMu
HOHATH (PU3UYECKYIO CYIIHOCTh Oe30macHocTh cereit DBM.

Jlis OCBOEHHUS TUCHUIUIMHBI CTYACHT JOJDKEH MMETh CIIEQYIOIINE «BXOIHBIC) 3HAHMUS,
YMEHHUSI, HABBIKA U KOMIICTCHIINH:

3HaHHE 0a30BBIX MOHATUI B 001acTH NHPOPMATUKU U BBIYUCIUTEIHHON TEXHUKH;

CIOCOOHOCTH MCIONIb30BaTh HOPMATHUBHBIE TPABOBBIE JIOKYMEHTHI;

CIIOCOOHOCTh aHATM3UPOBATH TPOOIEMBI U MIPOIIECCHI;

CIOCOOHOCTh HMCIOJIB30BAaTh OCHOBHBIE 3aKOHBI E€CTECTBEHHO-HAYYHBIX JUCLMIUIMH,
MPUMEHSTh METO/Ibl MATEMAaTHYECKOTO aHAIN3a U MOAEITUPOBAHUS.

OCHOBHBIE TOJIOKEHUS IUCLUIUIMHBI MCIONB3YIOTCS B JAJbHEHIIEM IPU HU3yYEHUH
TaKUX JAUCLUHUIUINH Kak: «be30macHOCTh OTKPBITHIX MH(DOPMALIMOHHBIX cucTeM»; «Pa3paboTka u
JKCIUTyaTalusl 3alMUIIEHHBIX aBTOMATU3HPOBAHHBIX cUCTEM»; «VHCTpyMeHTallbHbIE CpPENCTBA
KOHTPOJIS 3alIUIIEHHOCTH MHpopMaruny; «CepTudukanus CpeacTB 3alluThl HHPOpMAIUNY, a
TaK)K€ B XO/I€ BCEX BU0OB IIPAKTHK.
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3. HEPEYEHD IIVTAHUPYEMBbIX PE3YJIbTATOB OBYUYEHMUSA
O AMCIUMIVIMHE (MOAYJIIO), COTHECEHHBIX C
IINIAHUPYEMbBIMU PE3YJIbTATAMU OCBOEHUA
OBPA3OBATEJIbHON ITPOT'PAMMBI

[Ipomiecc wm3yueHus AUCHUIUIMHBI HAmpaBieH Ha (OPMHPOBAHHUE CIEIYIONMINX
KOMIIETEHIINN:
Kon " HanMeHoBaHue | [lepeyeHb MUIAHUpPYEMBIX Ppe3yJbTATOB OOy4YeHHSI 10

peaiu3yeMoii KOMIIeTeH UM

AUCHUIIHHE (MOIYJII0), COOTHECEHHBIX ¢ HHIANKATOPAMH
JOCTHKEHHsI KOMIeTEeHITHit

OIIK-12 - Cmnocoben npu- | 3HaTh:
MEHSATh 3HaHMS B OOJACTH | OCHOBHBIE TIPUHITATIBI obecrieyeHus 0€301acHOCTH
0e30MmacHOCTH BBIUKCIIH- | BRIYUCIUTEILHBIX CETEH, ONIEPAIlMOHHBIX CUCTEM U 0a3 JTaHHBIX
TEIbHBIX  CeTel,  omepa- | Mpu pa3pabOTKe aBTOMAaTU3UPOBAHHBIX CUCTEM
IIUOHHBIX CHCTEM U 0a3 | YMeTh:
JaHHBIX TMpU  pa3pabOTKe | MPUMEHATh 3HaHUS B 00J1aCTH 0€30M1aCHOCTH BHIYUCIUTEIIbHBIX
ABTOMAaTHU3HPOBAHHBIX CeTe, ONepalnoOHHBIX CHCTEM U 0a3 JaHHBIX MPU pa3padoTKe
CUCTEM ABTOMATHU3UPOBAHHBIX CHCTEM
Baaners:
HaBbIKAMH TPUMEHEHHS 3HaHUN B 00JacTH 0e30MacHOCTH
BBIUMCIIUTENBHBIX CETEH, OTIEPAIMOHHBIX CUCTEM H 0a3 JaHHBIX
OIIK-13 - Cmnocoben opra- | 3HaTh:
HU30BBIBATh U MPOBOAWTH | MOPSJOK JAMATHOCTUKH W TECTUPOBAHUS CHUCTEM 3allUThI
IUarHOCTUKY U TeCTH- | UH(QOpMAaIi aBTOMaTU3UPOBAHHBIX CUCTEM
pOBaHUE CHUCTEM 3alIUTHl | YMETh:
nH(pOpMallUd  aBTOMAaTHU3U- | OPraHU30BbIBaTh U NMPOBOJUTH JAUArHOCTUKY M TECTUPOBAHHE
POBaHHBIX CUCTEM, | CUCTEM 3alUThl MHHOPMAIIUU aBTOMATHU3HPOBAHHBIX CHCTEM,
MPOBOAUTHh aHAIM3 YA3BHU- | IPOBOJIUTH aHAJIU3 YSA3BUMOCTEH cHCTEM 3alUThl MH(OpMAaLIUN
MOCT€  CHCTEM  3alllUThl | aBTOMATU3UPOBAHHBIX CUCTEM
uHpopmanuu  aBromMatusu- | Biaagers:

POBAaHHBIX CUCTCM

HABBIKAMU OpPraHU3allMd H TIPOBEACHHS] JIHATHOCTUKH U
TECTUPOBAHUS CHCTEM 3allUThl MHPOpPMAIMU aBTOMAaTH3UPO-
BAaHHBIX CHCTEM, IPOBEJCHMS aHAIM3a YSA3BUMOCTEH CHUCTEM
3alUThl HHGOPMaIlMU aBTOMATU3HUPOBAHHBIX CHCTEM

OIIK-15 - Cmocoben ocy- | 3HaTh:
IIECTBIIATh aIMUHHCTPH- | IOPSAOK aJMUHHCTPUPOBAHUS M KOHTPOJIS (PYHKIIMOHHPOBA-
poBaHUC n KOHTPOJIb | HUA CPCACTB U CUCTEM 3allIUTELL I/IH(bOpMa]_[I/II/I aBTOMAaTHU3U-

(GyHKIIMOHUPOBAHUS CPENICTB

POBAHHBIX CUCTEM

U CHCTEM 3allUThl WH- | YMETh:
dhopmaruu aBTOMATHU- | OCYIIECTBISATh aIMUHUCTPUPOBAHUE U KOHTPOIb (YHKIIHO-
3UPOBAaHHBIX CHCTEM, WHC- | HUPOBAHUS CPEACTB U CUCTEM 3aIUTHI HHPOpPMAIIHH aBTO-

TPYMEHTaIbHBIH MOHUTOPHUHT
3aIUIIEHHOCTH aBTOMa-
TU3UPOBAHHBIX CUCTEM

MaTHU3UPOBAHHBIX CUCTEM, HHCTPYMEHTAIbHBI MOHUTOPUHT
3allIUIIICHHOCTHU aBTOMaTI/I3I/IpOBaHHBIX CUCTCM

Baanern:

HAaBbIKAMHM  AJAMHUHUCTPUPOBAHUS M  KOHTponsi  (PyHK-
IIMOHUPOBAHUSI CPEACTB W CHCTEM 3aluThl HWHMOpMaIuu
aBTOMaTI/ISI/IpOBaHHBIX CHUCTEM, I/IHCTPYMCHTaJIBHOFO
MOHUTOPHHTA 3aIIUIIEHHOCTH aBTOMAaTH3UPOBAHHBIX CUCTEM
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4. OBIIAA TPYJTOEMKOCTDb JUCIIAITJIMHBI

4.1. O0beM TUCHUILIMHBI B 3a4eTHBIX eTuHHIax (Bcero) 10.
4.2. O0beM IMCUMILUIAHBI 10 BUAAM YUeOHOi padoThl (B 4acax):

Bup yueoHnoit Konn4yectBo yacos (popma od0yuenust oYyHas
padoThI
Bcero no niiany B 1.4. mo cemecTpam
9 cemecTp 10 cemecTp

KoHrtakTHas
padora 190 90/90% 100/100*
00yJaromuxcs ¢
npernojiaBaTesaeM
AyAHTOpHbIC 190 90/90* 100/100%
3aHATHUS:
Jlexuuu 76 36/36* 40/40*
IIpakTrueckue u
CEMHUHAPCKHE 38 18/18* 20/20*
3aHATHUS
JlaGopaTopHbie
padors 3 76 36/36* 40/40*
(;1aGopaTopHBIA
MIPaKTUKYM)
CamocrosiTenbHas 134 90 44
pabota
dopma TEKyIIEro -TectupoBanune | -TectupoBaHue
KOHTPOJISI 3HAHUM Ha CEMHUHapax; Ha CEMUHapax;
U KOHTpOJNs ca- - BOIIPOCHI MpHU - BOIIPOCHI MpHU
MOCTOSITEIbHON 3amuTe 1abopa- | 3amuTe Jadopa-
paboTHI: TOPHBIX paboOT TOPHBIX paboOT
TECTUPOBAHUE,
KOHTp. pa0oTa,
KOJIJIOKBHYM,
pedepar u ap. (He
MeHee 2 BUJIOB)
Kypcosast pabota +
Bunsl N
IIPOMEXYTOUYHON 3aucr 3auér Ok3ameH 36
aTTecTaluu JK3aMeH
(9K3aMmeH, 3a4eT)
Bcero gacos o 360 180 180
JMCLUIUIMHE!

* B cmyyae HEOOXOAMMOCTH UCIOJB30BaHMSA B Y4eOHOM MpOLECCe YACTHYHO/MCKIIOYUTEIHEHO
JICTAHIIMOHHBIX 00pa30BaTEeIbHBIX TEXHOJIOTHI B TAOIHIIE Yepe3 CIEll YKa3bIBaeTCsl KOIUIECTBO YaCOB
pa6ots! IIIIC ¢ obydatomuMucs 11 MPOBEACHMSI 3aHATHH B TUCTAHITMOHHOM (hopMare ¢ IPUMEHEHHEM
3JIEKTPOHHOTO 00yUCHHSI.
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4.3. Conepkanne TUCHHUILINHBI (MoayJif.) Pacnpenenenne 4acoB mo reMamM 1 BUIaM

yueOHo# padoThI:

®dopma 00yueHus ouHas
Bcero Bujpl yaeOHBIX 3aHATHIA
HasBanue pa3zaenoB u Tem Ca-
AyIHUTOpPHBIE 3aHATHUS MoOC-
3aHATHS B Tosi- dopma
HUHTCPAK- TCKYLICTO
Tex. | TIPAKT. |Jlabopa-| rupmoit T;:;_ KOHTPOJISI
3aHATHSA, | TOPHBIC (I)OpMe 3HAHUUN
W cemunap| paGoTor pabo-
Ta
Paznen 1. Tunosblie yrpo3sl ceTeBoii 0€30MaCHOCTH
1. CeTeBble aTaku 14 6 2 6 Tecter T1
2. MexaHu3Mbl pealiu3aiuu 14 6 2 6 Tector T2
atak B cetsix TCP/IP
3. Metonbl mepexnsara 14 6 2 6 Tector T3
CETEBBIX COCIMHEHUH B CETIX
TCP/IP
4. Ilpumepsl CETEBBIX aTak B 42 6 4 12 6 20 | Tects T4,
cersix TCP/IP. Texnuueckue J1a6. Pab.
MEphl 3aIIUTBl OT CETEBBIX Ne 1
aTak
Paznen 2. Kpunrorpaguyeckue MeToabl 3alIMThHI HHPOPMALMHU B KOMIILIOTEPHBIX CETAX
5. Kpunrorpaduueckue 34 6 2 12 4 14 | Tectw TS,
IPOTOKOJIBI obecreyenus JIab. Pao.
0€30MacHOCTH Ne 2
6. 3amuTa BUPTyaJIbHbIX 44 6 6 12 8 20 | Tects T6,
yacTHbIX ceTeil (VPN Hafr. P336.
7. Pa3zpaboTka 3auIeHHbIX 34 8 4 8 8 14 Tectel T7,
CETEBBIX NPUIIOKEHUN Haﬁ. ia6.

Pasznen 3. [IporpaMMHoO-annapaTHblie cpeAcTBa o0ecneyeHusi 0€30M1aCHOCTH B
BbIYHMCJIHTEIbHBIX CETAX

8. CpexacrtBa 3alIUTHI JIO- 52 16 8 8 20 Tecrter T8,
KaJIbHBIX cereit npu JIa6. Pao.
noAKIoueHnr K MHTepHeT Ne 5

9. 3amwmra cepBepoB U 76 16 8 24 24 28 | Tectwm T9,
pabouux cranmui. Cpeacrra J1a6. Pao.
U METOABI IPENOTBPALICHUS Ne 6,7
1 00HApY>KCHHS] BTOP>KEHUN

Hroro: 324 76 38 76 50 134

dopma A
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5. COAEP) KAHUE JUCHUIIJIMHBI (MOAYJIA)

Pa3znea 1. TunoBblie yrpo3bl ceTeBoi 0€30MaCHOCTH

Tema 1. CeTeBble aTaku

Cranuu mpoBeneHus cereBoi artaku. Kiaccudukainus CeTeBbIX yrpo3, yS3BUMOCTEH U
aTak. ATakd Ha pealM3allid CETEeBBIX MPOTOKOJIOB, OTIEIbHBIC Y3IbI M CIyXkObl. OCHOBHBIC
MEXaHU3MbI TTPOBEICHMS CETEBBIX aTak Ha pasnuyHbIX ypoBHAX monenu ISO/OSI. TIpoGiemsr
obecrnieueHrs KOHPUACHIIUATHLHOCTH, [IEIOCTHOCTU U JIOCTYIMHOCTH MH(POPMAIINH Ha Pa3THYHBIX
ypoBHsx moaenu [ISO/OSI.

Tema 2. Mexanusmsl peanusanum atak B cersix TCP/IP
VYnanéunoe omnpenenenue Bepcun OC ¢ HCMONB30BaHHEM OCOOCHHOCTEW pealm3allid CTeKa
npotokosnioB TCP/IP. Metoapl CckaHMpOBaHHS TOPTOB. MeTonbl OOHapyKEHHs MaKETHBIX
caudepon. Metobr 06xoma MD.

Tema 3. MeTroabl nepexBara cereBbIX coequHeHuii B cersix TCP/IP

Nmnepconanus Benenyro. [ecunxponnzanust TCP-coenunenuii. Ataku, HarpaBJIeHHbIE
Ha CETEeBYIO HH(MPACTPYKTYpy. 3amuTa OT aTak.

Tema 4. Ilpumepsl cereBbix aTak B ceTax TCP/IP. Texuunueckue Mepbl 3alIIUTHI OT
ceTeBbIX aTaK

[IpunyxeHne K YCKOpEHHOW Tiepenaye. ATaku, HamnpaBi€HHbIE Ha OTKa3 B
oOciry>)xuBaHuM. M3MeHeHHe KOH(QUTYpaluMd M COCTOSHHS XOCTOB. HemocTaTku mpOTOKOJIOB
cemerictBa TCP/IP ¢ Touku 3peHust obecnedeHus Oe3omacHOCTH MH(opmarnuu. TexHudeckue
MEpBI 3alUTHI OT CETEBBIX aTaK.

Paznea 2. Kpunrorpaguueckue MeToabl 3aliMThl HH(POPMANUN B KOMIILIOTEPHbBIX
ceTsix

Tema 5. Kpunrorpadpuyeckue npoTokoJibl odecneyeHusi 0€30MaCHOCTH

[TpoTokob!l ayTeHTU(UKAIIUHN HA TpUKIaAHOM ypoBHE. [Ipotokon Kerberos. IIpoTokosns
ayTeHTHU(UKAIMK Ha TpaHcnopTHOM ypoBHe. [Iporokon SSL/TLS. JlocTomHCTBa M HEOCTATKH
ayTeHTH(UKALUU Ha pa3Nu4HbIX YpoBHAX Mozaenu [SO/OSIL

Tema 6. 3amuTa BUPTYaJbHbIX YacTHBIX ceTel (VPN)

HasnaueHue, OCHOBHBIE BO3MOXHOCTH, MPUHIUIBI (YHKIIMOHUPOBAHHUS U BApPUAHTHI
peamuzanuu VPN. Opranu3zainus TYHHETUPOBAHHUS Ha pa3audHbIX ypoBHsX mozaenu [SO/OSI.
HocrouncrBa n Henocratku npumeHeHus VPN. IIporokon IPSEC. Ilporoxonst AH u ESP.
Ocob6ennoctu padotel mpotokoia [P SEC B TyHHeIbHOM U TpaHCTIOPTHOM pekumax. [IpoToxos
ynpasinenusi kmodamu [ISAKMP/Oakley. Mcnonbs3zoBanue nporokona L2TP s opranuzammu
BUPTYaJIbHBIX YaCTHBIX CETEH.

Tema 7. PazpadoTka 3alUMIIEHHBIX CeTEBbIX MPUJIOKEHHU I

Aytentudukanus, mudppoBaHue, o0OeCleuyeHue IMETOCTHOCTH C HCIOJIb30BaHUEM
nporpammuoro unrtepgeiica SSPI. [Iporpammustit uarepdeiic OpenSSL.

Pasnen 3. IIporpamMmHo-anmapaTHble cpeacTBa oOecnedyeHUss 0€30MACHOCTH B
BbIYHMCJIHTEIbHBIX CETAX

Tema 8. Cpencrsa 3aliMThHI JTOKAJbHBIX ceTell NPU MOAKJII0YeHUH K UHTepHeT

MesxcereBble sKkpanbl (MD). Mecto u ponb M3 B obecriedeHnn ceTeBoi 6€30MacHOCTH.
Knaccudukanmss M. TpeboBaruss k MD. OcHOBHBIE BO3MOKHOCTH M CXEMbI pa3BEpPTHIBAaHUS
MD. HoctounctBa u Hemoctatku MD. Iloctpoenue mpaBusl QuiIbTpanuu. MeToIbl CETEBOM
tpancsiiuu agpecoB (NAT). Imo3b1 ypoBHs mpriioxeHui. Peanusarusi ceTeBol MOJUTHKH
0€30IacHOCTH ¢ HcToyib3oBaHueM MO, MeTobl 00X0/1a MEKCETEBBIX IKPAaHOB.

Tema 9. 3amuTa cepBepoB U pado4nX CTAHIUIA.

CpenctBa W MeTOABl TMPENOTBpAIllEHUST W OOHapyKeHUsi BTopxkeHuil. Cucremsl
obnapyxenusi BropkeHuit (COB). Ha3znauenue u BO3MOXXHOCTH CPEICTB OOHAPYKEHUS
BTOP)KEHUH Ha XOCTBHI, IPOTOKOJIBI U CETEBbIE CIIY>KObl. MECTO U pojib CPEACTB OOHAPYKEHUS
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BTOp)KEHUH B oOmiell cucreme obecriedueHusi cereBoi Oe3omacHocTH. Kimaccudukamus COB.
BbisiBIIeHHEe aTak Ha OCHOBE CHTHATYp aTaK W BBUIBICHUS aHOMAIMK. AYAWT TPHKIAIHBIX
cyx0. CpencrBa oOHapyKEeHHUs YS3BHUMOCTEH ceTeBbIX Ciyxk0. CrocoObl MpOTHBOICHCTBUS
BTOp)KkeHMAM. Cructembl BUpTyalbHbBIX JIoBYIIeK (Honey Pot u Padded Cell).

6. TEMBI IPAKTUYECKHUX U CEMUHAPCKUX 3AHATUI
6.1 IIpakTryeckue 3aHATHS HE IPEAYCMOTPEHBI yUeOHBIM IIIAHOM JUCLUIUIMHBI.

6.2 TeMbI ceMMHAPCKHUX 3aHATHIL:

Paznen 1. Tunosblie yrpo3sl ceTeBoi 0€30MaCHOCTH

Tema 1. CereBble aTaku (ceMUHap).

1. Cragum npoBeAeHUs CETEBOM aTaKHu.

2. Knaccugukanus ceTeBbIX yrpo3, ysI3BUMOCTEH U aTak.

3. ATaku Ha peaju3aliyu CETEBBIX IPOTOKOJIOB, OTAEIbHbIE Y3JIbl U CIIYKOBI.

4. OCHOBHBIC MEXAaHHM3MBI MPOBEJCHUSI CETEBBIX aTaK HA PA3IMYHBIX YPOBHSX MOJEIH
ISO/OSI.

Tema 2. Mexanusmsl peasn3anuu atak B cetsix TCP/IP (cemunap).

1. Yaanéunoe onpenenenne Bepcun OC ¢ MCMONIB30BaHUEM OCOOCHHOCTEH pean3aiuu
creka npotokosioB TCP/IP.

2. Metosbl CKAaHUPOBAHUS MTOPTOB.

3. Metoasl 0OHapyKEHUS MaKETHBIX CHU(EPOB.

4. Metoabl o6xoma MD.

Tema 3. Metonbl nepexBara ceTeBbix coenuuennii B cetsix TCP/IP (cemunap).

1. VImnepcoHauus BCaemylo.

2. Hecunxponnszauus TCP-coennueHunii.

3. ATtaxu, HalpaBJICHHbIE HA CETEBYIO HHPPACTPYKTYPY.

4. 3ammTa OT aTak.

Tema 4. Ilpumepsr cereBbix atak B cersx TCP/IP. TexHuueckue Mepbl 3allUThl OT
CETEBBIX aTaK (CeMHUHap).

1. IlpuHyXaeHHe K yCKOPEHHOI nepenaye.

2. Ataxu, HampaBJIEHHBIC Ha OTKa3 B 00CITyKHMBaHUHU.

3. W3meHeHne KOHPUTYpaLUU U COCTOSTHHSI XOCTOB.

4. Henocratkun mnpoTtokosnoB cemeiictBa TCP/IP ¢ Toukm 3peHuss obecnedeHus
6€301acHOCTH NH(OPMAIIHH.

5. TexHuuecknue Mephl 3alIUThI OT CETEBBIX aTakK.

Pasznen 2. Kpunrorpadguyeckue MeToabl 3alIUThl HHPOPMALMH B KOMIBIOTEPHBIX
ceTsix

Tema 5. Kpunrorpadudeckrue npoTokossl o0ecredeHus 6e301acHOCTH (CeMUHAp).

1. IIporokosbl ayTeHTHU(PHUKAIUU Ha IPUKIAHOM YPOBHE.

2. IIpotokon Kerberos.

3. TIpoTokoibl ayTeHTH(UKAIIMK Ha TPAHCIIOPTHOM YPOBHE.

4. IIpotokon SSL/TLS.

5. JocTouHCTBa M HEAOCTAaTKM AayTEHTU(UKALHUKA HA Pa3IUYHBIX YPOBHSAX MOJENU
ISO/OSI.

Tema 6. 3amura BupTyanbHbIX YacTHBIX ceTeit (VPN) (cemunap).

1. Ha3naueHnue, OCHOBHbIE BO3MO>KHOCTH, MIPUHIHUILI (HYHKIIMOHHUPOBAHUS U BapUAHTHI
peanuzanuu VPN.

2. Opranuzanus TYHHEJIMPOBAHMS Ha pa3IUYHBIX YpoBHIX Moaenu ISO/OSI.

3. JlocTouHCTBA U HENOCTATKU MpuMeHeHus: VPN.
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4. Ilporokon IPSEC.
5. IIporokonsl AH u ESP.
6. Ocobennoctu padbots! npotokosia [P SEC B TyHHETbHOM M TPAHCIIOPTHOM PEXUMAX.
7. Tlpotoxoun ynpasnenus kaouamu ISAKMP/Oakley.
8. Ucnonbs3oBanue nporokona L2TP nns opranusanuy BUPTYadbHBIX YaCTHBIX CETEH.
Tema 7. Pa3zpaboTka 3alIMIIEHHBIX CETEBBIX MPUIIOKEHUHN (CEMUHAP).
1. Ayrentudukanus, mudpoBaHue, obdecreueHHe LEIOCTHOCTH C HCIOIb30BAHUEM
nporpammHoro unrepdetica SSPI.
2. IIporpammuslii uaTepdeiic OpenSSL.
Paznen 3. IlporpamMMHo-anmapaTHble cpeAcTBa o0ecneyeHUsi 0€30MACHOCTH B
KOMNbIOTEPHBIX CETAX
Tema 8. Cpencrsa 3amuTh JIOKATBHBIX CETEH MpHU MoAKII0ueHnr K IHTepHeT (cemuHap).
MexceteBble 3kpanbl (MD).
Mecto u ponb MO B 0oOecrieueHHH CeTeBOM 0€30MMacHOCTH.
Knaccudukanus MD.
TpeboBanus k MD.
OcHOBHBIE BO3MOKHOCTH U CXEMBI pa3BepThIBaHMs MD.
JoctronncTBa 1 HEAOCTaTKH MDO.
[Toctpoenue mpaBuit GUITBTPALINN.
Mertonpl ceTeBoit Tpancasmuu aapecoB (NAT).
9. Illnro3sl ypoBHS NPUTIOKEHUH.
10. Peanu3amust ceTeBOM MOMUTHKNA O€30IIaCHOCTH C UCIHOJIb30BaHuEM MD.
11. MeToasr 06X0/1a MEKCETEBBIX SKPAHOB.
Tema 9. 3amura cepBepoB U paboUKMX CTAaHIIUN (CEMUHAP).
1. CpenctBa U METOABI IPEIOTBPALICHIS B OOHAPYKEHUSI BTOPKCHHIA.
2. Cuctemsl o0HapyxeHus Bropxeruit (COB).
3. Ha3naueHue u BO3MOXXHOCTH CpPEICTB OOHApy>KEHUS BTOPKEHUH HA XOCTHI,
MIPOTOKOJIBI U CETEBBIE CITYKOBI.
4. MecTo u poib CPeACTB OOHApPYKCHUSI BTOP)KEHUH B 00IIel cucteMe o0ecredeHHUs
ceTeBOi OE30MaCHOCTH.
Knaccugukanus COB.
BrisiBneHmne arak Ha OCHOBE CUTHATYp aTaK U BBISIBIICHUS aHOMAJUH.
AyauT NPUKIAIHBIX CITYXO.
CpencrtBa 0OHaApPYKEHUS YSI3BUMOCTEH CETEBBIX CITYXKO.
Crioco0ObI MPOTUBOICHCTBHS BTOPKEHUSIM.
0. Cuctemsl BuptyanbHbix JoBymiek (Honey Pot u Padded Cell).

XN RN =

=0 X W

7. JABOPATOPHBIE PABOTHI (JABOPATOPHBIN ITIPAKTHKYM)

L]enwy. JTabopaTOpHBIN MPAKTHKYM IO TUCIUIUIMHE HANPABJICH HA M3yUYeHUE CTYJACHTAMHU
BCEX COBPEMEHHBIX IOAXOJOB JJIg oOecriedeHuss HWH(OpPMAMOHHON  0€30macHOCTH
COBPEMEHHBIX OMEPAIMOHHBIX crucTeM. OXBAaTHIBACT KIMEHTCKHE OIEpallMOHHBIC CHUCTEME (Ha
6a3e Microsoft Windows 10 u Alt Linux), a Takxe cepBepHbIE ONIEPAIIMOHHOE CUCTEMBI (Ha Oa3e
Microsoft Server 2026R2 u Alt Linux Server). B cooTBeTCTBUU ¢ PYKOBOSAIIUMHU TOKyMEHTaMU
00ydYeHHEe IPOUCXOTUT Ha CePTU(DUIIMPOBAHHBIE BEPCHSIX OMEPAITMOHHBIX CUCTEM.
Memodonoeuss OCHOBBIBA€TCS HAa CaMOCTOSTEIbHOM OOYYCHHH CTYISHTOB  PEUICHUIO
CTaHJAPTHBIX 3a/1a4 Ha OCHOBE TEXHHYECKOW JOKYMEHTAIH, TEOPETUIECKOro Marepuaia. Bee
paboTer 06namaT auddepeHINPOBAHHON JTMHEWHO PACTYIIEH CIOKHOCTHIO BBITIOJHEHUIO U
CO3/IaHBl HA OCHOBE CTaHAAPTHBIX MPAKTHYECKHX 3aJad COBPEMEHHOTO mpeanpustus. [louck
TEXHUYECKOH HWHPOpMaLMK, a TaKXkKe M[0oA0Op HEOOXOIMMOro peIIeHUs] MPOU3BOIUTHCS
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CaMOCTOSITENILHO CTYJEHTAaMH B OTKPBITBIX HCTOYHMKAX H KOHTPOIUPYETCS B XOJe
1a00paTOPHBIX 3aHITUNA U TPOLECCEe JEMOHCTPALIMH ITOJIYYEHHOTO PELICHUS.

Pezynomam. llonmydyeHHbIE pELICHUS AEMOHCTPHPYIOTCA CTYICHTOM Ui KaXJ0TO M3 THUIIA
orepanuoHHbIX cucteM. [Ipy HEOOXOAUMOCTH IEMOHCTPUPYETCS XO/1 BBITOTHEHUS paOOTHI.
Tpebosanus x o0b6opyooeanuro. JIns BBINOMTHEHUS PaOOT CTYIEHTHI HCMOJIB3YIOT HECKOJIBKO
BUPTYaJbHBIX MAIIMH C Pa3IMYHBIMM BEPCUSMU OMNEPALMOHHBIX CHCTEM. Bo03MOXHO
CaMOCTOSITENIbHOE BBIMOJIHEHUE JTa00paTOPHBIX paboT BHE 1abopaTopuu. KoMmbroTep ¢ *KeCTKUM
nuckom — 100 Gb, O3Y: 8 Gb, Windows 10 Pro, BaseAlt (AnpT Pabouas cranuus, AibT
cepBep), Kali Linux, Oracle Virtual Box, Putty, PGP, Apache, nginx, Statistica, Origin. Ilo
JKEJIaHUI0 CTYJEHTa BCE BHUPTyaJbHbIE MAIIMHBI MOTYT OBITH DPa3BEPHYThl Ha BbIIECICHHOM
cepBepe BHUPTyallbHBIX MamMH B Jaboparopun. Jlns wMopenupoBaHus pabOTBl cerei
ucnonb3yercsi CISCO Packet Tracer. CeTh abopatopuu IpeacTaBiIsieT cOOOM TeTepOreHHYIO
CeTb, BKIIIOYAIOLIYIO B ce0s MHANBUIYAIbHBIM HA00p ClIeAyIONIero 000py10BaHUS:

1. Kommyrarop L2, L3.

2. Mapmpytuzarop L3 ¢ pynkmmsamu VPN.

3. Mapupytuzarop Kontuner KII 25.

4. Mapmpytuzatop VipNet Koopaunartop.

Jns monnepxkaHuss paboThl ceTei Hcmonb3yeTrcs BbieneHHbl Kommyratop L3, L3
CKOH(UTYPUPOBAHHBIN 11 paOOTHI HE3aBUCHUMBIX CETMEHTOB CETH.

Tpebosanus k ogopmnenuio nabopamoproti pabomsei. Bce Qailiibl, UCMONB3yeMbIE B
nabopaTopHOi paboTe, JOMKHBI OBITh TIPEACTABJICHHI B OJHOM Karajore W HMETh
HAUMEHOBAHMS, ONHUCHIBAIOIIME XpaHuMyro B  (aiime  wmHpopmamuio.  Hampumep:
ssh_client key.txt — conmepxkutr mHboOpManuio o0 kKaueHTCKOM kimrode ais SSH. JlomkeH ObITh
¢aiin read.me ¢ TEKCTOBBIM ONMUCAHHWEM BCEX HACTPOEK, KOTOphIE ObUTM HCIOJB30BAHbBI IS
BBITIOJIHEHH S JTAOOPATOPHOM pabOTHI pa30MTHIX Ha cekiuu. Hampumep:

[BaseAlt (AmnbT Pabouas cTaHumsa, AJBT CcepBep) Server]
IPv4=10.2.0.1/24

DNS=10.2.0.2

gateway: 10.2.0.3

; OBo3HaAUeHMe KOMMeHTAapuAd

Nwmena mosneit 1OMKHBI OBITH HAMMUCAHBI IATHHCKUMU OykBamu. CeKIMHM MOTYT BKJIFOYATh B ce0s
MOJICEKIINH.

Paznen 1. Tunosblie yrpo3sl ceTeBoi 0€30MaCHOCTH

Tema 4. Ilpumepsl cereBbIX aTak B ceTsix TCP/IP. Texuuveckune Mepbl 3a1IUTHI OT
ceTeBbIX aTaK

JlabopaTopHasi pabora Ne 1 (12 yacos). CtpoeHue cereii.

L]eny. VIzyuenue 6a30BbIX MEXaHU3MOB IMOJIyY€HUS HHPOPMAIMHU 0 KOHPUTYPALIUU CETH.
[ToydyeHre HaBBHIKOB pabOThI C Pa3TUYHBIMU MPOTPaMMaMH, MO3BOJISIOIIUMHU OMPEISITUTh
KOH(UTYpalio CeTH WIM KOH(UTYpaluio OTIENbHOIO YCTpoilcTBa B ceTH. TpeOyercs amns
BBITIOJTHEHUS BCEX MOCIEAYIONUX Ta00paTOpHBIX paboT.
3aoaua. Bee 3amaun Heobxoaumo BeImoaHUTE HA OC MS Windows 10 u BaseAlt (AnsT Pabouas
CTaHIMs, AJIBT CEPBED).

e Jlng Kaxxao¥ W3 ONEpallMOHHBIX CHCTEM YCTAaHOBHUTH CIIEAYIOLIEe MPOTrpaMMHOE
obecrieueHue:
e Ckanep Oe3omacHoctd Nmap (ZenMap - ¢ rpadu4ecKuM pexMOM )
e Wireshark
e Putty
e whois
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CeTHaX

e tranceroute
e nslookup

e [Ipoussectu ananu3 caiita 80.250.180.133. OOHapyXUTh BCe OTKPHITHIE OPTHI U
npoTOoKOJbl. COCTaBUTh CXEMY paCIOJIONKEHHUs JAHHOTO pecypca. YCTaHOBUTH
DNS umMena pacnoyio’)keHHbIX Ha ykazaHHOM [P agpece cepBepoB. b

e JlpousBectn monkiIO4YeHHE K cepBepy 62.76.32.162 mo mportokomy ssh
(cTarmapTHBIN TOPT).

e [IpousBecTn mnepexBaT MakeTOoB ssh TPOTOKONA HAMPABISAEMBIX K JaHHOMY
cepBepy npu nomornu Wireshark. Bunmanue! HeobxonuMo mokasathk mepexBar
MaKeTOB MMPH MOJIyYeHHUE TIEpBOro Kitova mudpobanus SSH.

e Jlns o6oux cepBepoOB yKazaTh HOMEpP aBTOHOMHOM CUCTEMBI U €€ BIaJielblia.

e Jlonxmounthes k WiFi cetn yHUBepcuTeTa.

e Bruucnurs I[P agpec nutro3a Beixogaa B IHTEpHET.

e OmnpenenuThs MPOTOKOJ MU(PpOBaHKS Tpaduka.

Pasnen 2. Kpunrorpaguyeckue MeToabl 3alIUThl HHPOPMALMH B KOMIBIOTEPHBIX

Tema 5. Kpunrorpadguueckne nporokoJibl odecnedyeHns 0e30MacHOCTH
JladoparopHasi pa6ora Ne2 (12 yacoB). YmaaéHublii JocTyn no nporoxoay SSH.

L]eny. VI3yuenue Bo3MOKHOCTEHN nipoTokona SSH s mosydyeHus yaal€HHOro AOCTyna K

cepBepy. BO3MOXKHOCTEW mnporokona SSH s mosmydeHus yJIan€HHOro JOCTyla K CEPBEPY
3aoaua Nel. Bee 3amaun HEOOXOIMMO BBIMOJIHUTL Ha BaseAlt (Anbr PabGouas cranius, AnbT
cepep), ¢ ucnonp3zoBanueM OC MS Windows B kauecTBe KITMEHTCKOM ONEPAITMOHHONW CHCTEMBI.

YcranoButh cucteMy openSSH cepep mHa OC BaseAlt (Anpt Pabowas cranmus, Anbt
cepsep) u putty Ha OC MS Windows.

Co3znatp K109 cepBepHOTO M poBaHUs HH(DOpMAIUH.

VY CTaHOBUTH COEAMHEHUE C IaHHBIM CEPBEPOM C JIPYroro KIUEHTa, Ha KOTOPOM 3aIlylIeH
WireShark. ITepexBatuTh Ki1tou cepBepHOTro MH(pOBaHUsI.

3anpeTuTh nepeAavy Kiroda o OTPhITOMY KaHaly.

Co31aTh KJII0Y KJIUCHTA.

3anucarh K04 KJIMEHTa Ha OTYYXAaeMblil HOCUTENb HH(OPMAaLIUH.

YcranoButh coenunerue ¢ npyroit OC ucnons3ys kitou kiaueHTa. [lepexBatuts Tpaduk
U TIPOaHAIM3UPOBATH MONTy4YeHHbIE MakeThl. OOBACHUTDH YBUICHHBIN pe3ybTaT.

Coznate xmoun mupoBaHUS HA KIHMEHTE HCmonb3ys puttyGen. IlepenucaTh ux Ha
OTUYKJAaeMbIid HOCUTEJIb.

VY CTaHOBUTH KIMEHTCKUE KII0uM mudpoBanus 1 openSSH.

[Tpou3sBecTr COETMHEHNE C CEPBEPOM.

3aoaua Ne2. Bce 3amaun HEOOXOIMMO BBIMOIHUTL Ha BaseAlt (Anbr PabGouas cranius, AnbT
cepep), ¢ ucnonp3zoBanueM OC MS Windows B kauecTBe KJIMEHTCKOM ONEPAITMOHHONW CHCTEMBI.

OtxmounTh kueHTckuid kommneiorep Ha OC MS Windows ot cetnt IHTepHeT.
Hactpouts pabots! nporokona SSH B pexxume PORT FORWARDING.

Co3nate «mpoOpocy mopTa M3 BHYTPEHHEH 3allMIIEHHOM CeTH Yepe3 cepBep 10 caiita
www.ulsu.ru u nporokosioB HTTP u HTTPS.

IlepexBaTuTh OTHpaBI€HHbIE MakeTbl C HHGpoOpManMed U NPOJEMOHCTPUPOBATH
UCIIOJIb30BaHUE MH(PPOBAHUS UHPOPMALIUH.

Tema 6. 3amuTa BUPTYaJbHbIX YacTHBIX ceTeil (VPN)
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JlaGoparopHas padora Ne3 (12 wacos). Mcnoab3zoBanue VPN.
Iens. V3ydeHne BO3MOXKHOCTEHW MporpaMMHOro obOecrmeueHuss VPN s cozmaHus

3aIUIIEHHBIX KOMITBIOTEPHBIX ceTeid. [lomydeHue HaBBIKOB pabOThl CO CTaHAAPTHBIM
HpOI‘paMMHBIM O6€CHG‘I€HI/IGM JJIA CO34aHUA 3alllMIIICHHBIX KaHAJIOB CBS3H.

3a0aua Nel. Co3paHue 3alIUIIEHHOTO0 MEXCETEBOTO B3aUMOIEHCTBUS CETEN.

N3MeHuTh KOH(UTYpPALUIO CETH.

1.

N0k

8.

CkayaTh Ha JIOKQJIBHBIA KECTKUM JUCK TpU oOpasza OIeparuoHHBIX cucrteM: MS
Windows 10, MS Windows Server, BaseAlt (AnpT Pabouas cranmus, AIbsT cepep).
OTKITIOYUTBCA OT OOIIEH CeTH JIabopaTOPUH M BKIIOUUTHCS B OJMH U3 MapIIPyTH3ATOPOB
MicroTik.

HaznauuTte mopTsl MapmTypuzatopa cieayromuMm obpazom: Ilopter Nel,2 — VLANI;
ITopter 3,4 — VLAN2;

[ToakntounTth BUpTyasibHbie MammHbl KIIneHTCKUX OC k VLANI.

[TonxirounTh BUPTYalIbHYIO MalIMHY C cepBepoM K VLAN2.

Co3aate Ki1roun goctyna u ¢ailyibl KOHGUTypaui 1)1 KIMEHTCKUX KOMIIbIOTEPOB.
YcranoButh VPN KIMEHT U PUMEHHUTD (hailiibl KOH(PUTYPALTUH.

[lepenats ¢aiin no npotokonry SMB B 3amuiieHHol ceTH.

3aoaua Ne2. Uctionp3oBanne AIIKII «KorTrHEHT)» U1 CO3MaHUS 3aIAIEHHON CETH.
N3MeHuTh KOH(UTYPALUIO CETH.

1.

2.
3.
4

[Toakmrounts mopt 3 kK VLANDO.

[Monmyuuts kmoun mmdposanus st AIIKIL «Kontunent» Cepsep Hoctyna.
Ioaxmrounts AITKII «KoutnaenT» k VLANI.

Hactpoutrs AIIKII «KoutuHenT» CepBep A0CTyma B COOTBETCTBHUU C PYKOBOJICTBOM
aJIMUHHCTpATOPA.

[Tepenats daiin mo npotokoisy SMB B 3amuineHHoON ceTH.

Tema 7. Pazpa0doTka 3alllMIEHHBIX CETEBbIX NMPUJI0KEHUI

JladoparopHuas padora Ne4 (8 yacos). Pabora ¢ ceprudpurxaramu SSL.
Llenv. U3yuenune Bo3MoxkHOcTel meHTpoB ceptudukamuu (Certificate Authorities).

[Tomyuenne HaBHIKOB pabOTHI ¢ KpUNTOrpadMuecKMMHU Kitodamu. IIpuMmeHeHHe BCTPOCHHBIX
cucreM muppoBaHus HHHOPMAIMH B CTAHJAPTHBIX MPUIIOKEHHUIX ONEPAIIIOHHBIX CUCTEM.
3aoaua. JIna BemonHeHus aboparopHoi padoTel ucnois3yorces OC MS Windows u BaseAlt
(Anbt Pabouas cranmus, AT cepBep).

Heo0xonmuMo yCTaHOBUTH M HACTPOUTH CIIEAYIOIIEE IPOrpaMMHOE OOeCIeYeHHE:
OpenSSL

Brinate ceprudukar SSL Ha cBoe mms: SN - momkHO coxepxaTh Bamry @UO. Taxxe
ceptudUKaT T0JDKEH cofepkaTh Bam AeiicTBytomuii EMAIL anpec.

Ckauatb ceptudukat oTKpbIToro kimoua st Kopeliko Anexcannpa ViBanoBuya.
YcranoButh ceptudukar B OC U HACTPOUTH DIIEKTPOHHYIO TOYTY TaKUM 00pa3om,
4TOOBI OTMpAaBIsiEMbIe IMUCHhMaA COJEPXKATH Bally SJCKTPOHHYIO TOINUCh W ObLIH
3ammdpoBansl U1t nmonyyarens Kopeiiko Anekcanap MBanosuu.

YcranoBuTh JTOKaIbHBIN web cepBep (apache, nginx).

Brinate ceptudukar nis JokabHOTO BeO cepBepa.

[IponemoHcTpupoBaTh paboTy 1Mo 6e30macHoMy https coeTMHEHHUIO.

Otyer mo nabGopaTopHOW paboTe HOMKEH conepxkaTh (halyl AIEKTPOHHOTO TMHUChMa B
dbopmare SMIME, a takxe daitn cepruduxara.
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Paznen 3. IlporpamMmHo-anmapaTHble cpeacTBa oOecredyeHusi 0e30MacCHOCTH B

KOMIIBIOTEPHBIX CETHX

Tema 8. Cpeacrsa 3amuThI JIOKAJBHBIX ceTell NPHU NOAKII0YeHUN K UHTepHeT

JladoparopHasi pa6ora Ne5 (8 yaco). MonenupoBanue BUPTYaJabHOM CeTH.
[lenb. O3HakOMJICHME C METOJAaMHU MOJICIUPOBAHUS  CE€TE. 3HAKOMCTBO C

TEJIEKOMMYHHUKAIIMOHHBIM 000pynoBanuem komnanuu CISCO. Pemenne npakTuyeckux 3a1ad.
3aoanue. Beimonnsetcs B mporpammHom obecriedenun Cisco Packet Tracer

Bama ¢upma nepeesxaet B HOBBII OU3HEC-IIEHTD, T/Ie OHA apeHI0Bala 3 TOMEIICHUS, Ha
1-M, 2-M 1 3-Mm 3Taxe. Y Bac €CTh OrpaHUYCHHBIN HA00p 000PYAOBAHNUS:

3 kommyTaropa Cisco 2960

Mapmpytuzarop Cisco 1941

poytep Cisco WRT300N

Bac nonpocunu pazpabotaTh cXeMy CETH CO CIEAYIOIIUMU TPEOOBAHHUSIMU:

JI1060ii KOMITBIOTEP KOMITAHUU MOKET CBS3BIBATHCS C MIOOBIM IPYTUM KOMIIBIOTEPOM, HO
IIPU ATOM, KaXKI0€ MOMEIEHHE JOKHO OBITh H30JIMPOBAHO.

Ha tperpem sTaxke momkHa ObITh ycTraHoBieHa WiFi Touka moctyma. Touka momkHa
uMeTh mapoib ulsu3Oyears, momkHBI BhIaBaThesl mepBbie 20 ampecoB. SSID momken
OBITH CKPBIT.

Ha Bropom staxxe ycranosieH WEB cepsep. JlocTyn kK HeMy IOJDKHBI MMETh BCE
KOMITBIOTEPHI 110 JIOKaIbHOMY MMeHH "sharepoint".

Ha mepBom sTake 3 paboumx mecta, Ha BTOpoM 2 pabouux mecta u cepsep, Tpetuit 10
pabounx MECT, B TOM YHUCJIE 5 OECIIPOBOIHBIX.

K cereBomy 000pynoBaHMIO JOJDKEH OBITH MpeaocTaBieH Oe3onmacHblil qoctyn mo SSH.
Jus  pgoctyma K 00OpyJOBaHHIO Bac TMONPOCHIA CO3JaTh aIMHUHUCTPATUBHYIO
BUPTYyaJIbHYIO CeTh "mi6".

Tema 9. 3amura cepBepoB U pad0YMX CTAHIUH.
JladoparopHasi pa6ora Ne 6 (12 gacoB). OOHapykeHHe BTOP KEHUIA.
Llens. W3ydyeHue BO3MOXKHOCTEH COBPEMEHHOIO MPOTPaMMHOIO oOOecredeHus s

0OHapy>XeHUSI BTOP)KCHUH. Y TIpaBieHUE TTpaBuIaMu 0€30MaCHOCTH, aHAJIU3 KYPHAJIOB COOBITHH.
3adaua. YcTaHOBKa U HACTPOMKa CUCTEM OOHapy)KEHHUsI BTOp>KEHMI B ceTH. IIpoBeneHue ataku
Ha 3alUIICHHBIA CErMEHT ceTH. /[l TpoBEINEeHMS aTaku pPEKOMEHAYETCS MCIIOIb30BaTh
cneunanusupoBanublii auctpudyTuB OC — Kali Linux.

Ha OC cewmeiictBa BaseAlt (Anbt Pabouas cranius, AJbT cepBep) cleAyeT yCTaHOBUTh
1 HACTPOUTH CHUCTEMY OOHApYKEHUsSI BTOPKEHHM Snort

[Ipy momomM YTHIUT TpeAyCTaHOBIEHHBIX B auctpuOytuB Kali Linux mpowusBectu
aTaky Ha J1000# CBOM KOMITbIOTEp, TOJKIIOUEHHBIN K cucTeMe 00HApY>KEHUS! BTOP>KEHHIH
Snort.

[TokazaTe, kak Snort 0OHapy>KHJI aTaKy Ha Balll pecypc.

Coznarp npaBuiio, ooHapykuaroriue ICMP ataku Ha Bar pecypec.

AHanu3upoBaTh KypHaJl COOBITUN U MPOJAEMOHCTPUPOBATH OOHAPYKEHUE ATAKHU.

Tema 9. 3amuTa cepBepoB U pad04YUX CTAHIUIA.
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Jlaboparopnass padora Ne 7 (12 waco). AIIKII «KontunenT» OOHapykeHHe
BTOPKeHHH

Llenv. N3yuenue Bo3moxkHocTer komruiekca AIIKII «KonTuHeHT» 1711 peructpanuu
BTOP’KEHUU B JIOKAJIIBHYIO CETh.
3adaua. O3HaKoMIIeHUE C CEPTUDUIMPOBAHHBIMU CUCTEMaMH OOHAPYKEHHSI BTOPKEHHUM B CETH.
Pabora ¢ nmpaBuinamMu GuIbTpaLuu U OOHAPYKEHUS aTak.
N3MeHnuTh KOH(UTYpAIUIO CETH.
1. Ortximounth pabouyro CTAHIMIO OT JIOKAJIBHOW CETH Ja0OpaTOpUM W MOIKITIOUUTHCS K
MapmpyTtusaropy MicroTik.

2. Hactpouts noptel Mmapuipytuzaropa Nel,2,3 8 VLANI.

3. Hacrtpouts nopt Mapupytusaropa Ned B peskum MIRRORING («3epkanupoBanue»).

4. Tloaxmounts AIIKII «KonTrHEHT» K mopTy Ned.

5. Hacrpoutrs AIIKII «Kontunent» Cucrema oOHapyKeHHs BTOPKECHUH B pEKUME
PROMISCUOUS MODE.

6. IIpoussectu ICMP artaky B ceTw.

7. TlponemoHcTpupoBaTh pe3ynbTarhl padoTsl npaBmi Ha AIIKII «KoHTHHEHT.

8. TEMATUKA KYPCOBbBIX, KOHTPOJIbHBIX PABOT, PE®GEPATOB

8.1 KoutponpHbie paboThl u pedeparsl HE MNPEayCMOTPEHBI YYEOHBIM TUTAHOM
JUCITUTUIAHBI.

8.2 IIpumepHasi TeMaTHKa KyPCOBBIX PadoT:

1. Pa3paboTka 3amuUIIEHHON CHUCTEMBI KOHTPOJS KOMIIBIOTEPOB, THepUBEepHItHOTO
000pyI0BaHUS U IPOTPAMMHOTO 00€CTICUeHUsI B IOMEHHOW CETH

2. Pa3zpabotka nabopaTtopHoro npaktukyma no uzyuennto C3U ot HCJI Dallas Lock

3. Pa3paboTka nucreruepa nocTyna JIjsi THTTOBON HH(GOPMAITMOHHONW CHCTEMBI

4. Ananu3 3¢(EeKTUBHOCTH UCIIOIB30BaHUS (PH3UUECKUX CPEJCTB 3AIIUTHI

5. Pa3paboTrka cteraHorpau4eckoil MOJCUCTEMBl 3aUTHl WHOOPMAIUU TIPEATPUSITHS
Ha OCHOBE METOJIOB CKPBITUSI HH(POPMAIIUHN B H300paskeHUH

6. Pa3paboTka creraHorpau4eckoil MOACUCTEMBI 3aUTHl WHOOPMAIUU TPEATPUITHS
Ha OCHOBE METOJIOB CKpBITUSI MH(POpMaIUK B aynuodaiiinax

7. PazpaboTka moacucremsl pasrpanndenus qocryna CYBJl npennpustus

8. Pa3paboTka moacucTemsl 3ammThl caiita or SQL-uHBEKINN

9. Pa3paboTka cuctembl ayTeHTH(PUKAIUU JUII UHPOPMALMOHHOW CHCTEMBI THUIIOBOTO
IPEIPUITHS

10. Be3onacHocTh 00paOOTKH JaHHBIX O0JIAYHBIMH CEPBUCAMHU

8.2.1 IlpaBuia opopmiieHHsI KypPCOBBIX padoT

TpebGoBaHus K KypcOBBIM paboTaMm Isl CTYJICHTOB OTPaXEHBI B YUCOHO-METOAMYECKOM
nocoOuu: MeToauueckie YKa3aHHs [0 HANHMCAHUIO KYPCOBBIX M JHUIUIOMHBIX pPaboT JuIs
cTyneHToB crienuanbHocT «KommbiorepHas O6ezonacHocThy» / A.C. AHapeeB, A.M. MBaHI1oB,
C.M. PaneeB.— VY IBSIHOBCK: yal'y, 2017. - 40 c.
URL:ftp://10.2.5.225/FullText/Text/Andreev_2017.pdf.
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9. MEPEYEHDB BOITPOCOB K DK3AMEHY U 3AUETY
9.1 IEPEYEHB BOITPOCOB K 3AUYETY

1. Ctaguu npoBeneHUsI CETEBOM aTaKH.

2. Knaccugukamus ceTeBbIX yrpo3, ysI3BUMOCTEH U aTak.

3. ATaku Ha peanu3aliy CeTEBbIX IPOTOKOJIOB, OTAEIbHBIC Y3JIbl U CITYKOBL.

4. OcHOBHBIE MEXaHU3MBbI IPOBEICHUS CETEBBIX aTaK Ha pa3inu4HbIX ypoBHAX Moxaenu ISO/OSL
5. I[Ipobnembl obecrieueHns KOHPUACHIIMATHHOCTH, IIETOCTHOCTH U JOCTYITHOCTH HH(POPMAITHHI
Ha pa3nuyHbIX ypoBHsX moaenu ISO/OSIL

6. Y nanéanoe onpenenenue Bepcuu OC ¢ UCTOTB30BaHUEM 0COOCHHOCTEH peaan3aliy CTeKa
npotokosnoB TCP/IP.

7. OCHOBHBIE MEXaHU3MBI peann3aiuu atak B cetsx TCP/IP

8. MeTtoabl CKaHUPOBAHHUS TOPTOB.

9. Metoasl 00HapyKEHUS TTAKETHBIX CHU(EPOB.

10. Metozs! o6xona MD.

11. OcHOBHBIE METO/IBI IEpEXBaTa CETEBBIX coeanHeHuii B cetsx TCP/IP

12. ImnepcoHanus BCaenyto.

13. Jecunxpounuzanus TCP-coenrHeHuUi.

14. Ataku, HallpaBJICHHBIC HA CETEBYIO HHPPACTPYKTYPY.

15. 3amuTa OT aTak, HaPABJICHHBIX HA CETEBYIO HHPPACTPYKTYDPY.

16. [Ipumeps! cereBrix atak B cetax TCP/IP.

17. OCHOBHBIE TEXHHUYECKHUE MEPBI 3aIUTHI OT CETEBBIX ATAK.

18. IIpunyxaeHue K YCKOPEHHOH nepeaaye.

19. Ataku, HarpaBJIeHHBIE HA OTKa3 B 00CITYKUBaHUH.

20. 3mMeHeHne KOHPUTYpPAIIMH U COCTOSHUS XOCTOB.

21. Henocrarku mpotokoioB cemeiictBa TCP/IP ¢ Touku 3peHus obecrieueHns 6€301MacHOCTH
UHpOpMaLIKH.

22. OcHOBHbIE KpUNTOrpadpuyeckrue METOIbI 3aIUThl HHPOPMAIIUU B BBIYMCIUTEIbHBIX CETX.
23. IIpoToKob! ayTeHTU(UKAIIMHN HA TIPUKIATHOM YPOBHE.

24. IIporokon Kerberos.

25. IIpoTokob! ayTeHTU(UKAITMN HA TPAHCTIOPTHOM YPOBHE.

26. [Iporokon SSL/TLS.

27. IOCTOMHCTBA U HEIOCTATKU ayTeHTU(UKAIIMH HA pa3IMYHBIX ypoBHIX Mojenu ISO/OSI.
28. HaznaueHue, OCHOBHbIE BOZMOXHOCTH, MPUHIUIBI ()YHKIIMOHUPOBAHUS U BAPUAHTHI
peanuszaunu VPN.

29. Opranu3anus TYHHEIUPOBAaHMS Ha pa3inuHbIX ypoBHIX Moaenu [ISO/OSI. JloctonncTBa n
HenocTarku npumeHenus VPN.

30. ITporokoxn IPSEC. IIporokonst AH u ESP. Oco6ennoctu padotsr npotokosa [P SEC B
TYHHEIIbHOM U TPAHCTIOPTHOM PeXKUMaX.

31. Ilporokon ynpasnenus kimodamu ISAKMP/Oakley.

32. Ucnonb3oBanue nporokosa L2TP ayig opranu3anuy BUPTyaJbHbIX YaCTHBIX CETEH.

9.2 IIEPEYEHb BOITPOCOB K 9K3AMEHY
1. Ha3nauenue u pyHKIINN 3aIIUANIEHHBIX CETEBBIX MPHUIIOKCHHUH.
2. Ayrentudukanus, mmdpoBaHUe, OOECIeUEHUE IEJIOCTHOCTH C  HCIOJIB30BaHUEM
nporpammHoro unrepdeiica SSPI.
3. Ilporpammuslit uaTEepdeiic OpenSSL.
4. XapakTepuCTHKa HpOrpaMMHO-alllapaTHBIX CPEACTB obOecreueHuss Oe30macHOCTH B
BBIUHCIUTENbHBIX CETSIX.
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5. OcHOBHBIE CpeACTBaA 3aIUUTHI JOKAIBHBIX CETEH NPU NOAKIIOYEHUH K MIHTEpHET.
6. MexceteBbie 3kpanbl (MD). Mecto u poinb MO B obecrieueHnn ceTeBOi 0€30MMacHOCTH.

7. Knmaccuduxarms MD.

8. OcHoBHBIE TpeOOBaHU K MD.

9. OcHOBHBIE BO3MOKHOCTH U CXEMBI pa3BepThiBaHUSI MD.

10. JlocTonHcTBa M HEAOCTaTKH MDO.

11. [locTpoeHue mpaBui GUIBTPALHH.

12. Metonpl ceTeBoit Tpancisnuu aapecoB (NAT).
13. I11i1:03b61 YpOBHS IPUIIOKEHUH.

14. Peanu3anus ceTeBOH IIOJIMTHKNA OE€30IaCHOCTH C UCIIOIb30BaHrneM MD.
15. OcHOBHBIE METOABI 00X0/1a MEKCETEBBIX IKPAHOB.
16. ITpoGembI 3aIIUTH CEPBEPOB U PAOOUNX CTAHITUH.
17. Cucremsl o6Hapyxkenus Bropxxenuit (COB).

18. CpencTBa u METO/IBI IPEAOTBPAIICHUSI 1 OOHAPYKEHHS BTOP>KEHUM.

19. Ha3znaueHue 1 BO3MOKHOCTH CPEJICTB OOHAPYKEHHS BTOPKCHU HA XOCTHI.
20. IIpoTOKOJIBI U CETEBBIE CITYXKOBI.
21. MecTo u poiib CpeCTB OOHAPYKEHUS BTOP>KEHUH B O0IIIEl cCHCTEeMe 00eCTIeUeHHS CETeBOM

0€30I1aCHOCTH.
22. Knaccuduxanus COB.

23. BeIsiBlIeHHE aTaK HA OCHOBE CUTHATYP aTaK M BBISIBIICHUSI aHOMAJIHIA.
24. AynuT NpUKIaTHBIX CITyXO.

25. CpencrtBa 0OHApPYKEHUS YI3BUMOCTEH CETEBBIX CITYKO.

26. OcHOBHBIE CIOCOOBI TPOTHUBOACHCTBUS BTOPIKEHUSIM.
27. Cuctembl BupTyanbHbIX JioByliek (Honey Pot u Padded Cell).

8. CAMOCTOATEJIBHASA PABOTA CTYJAEHTOB

HasBanue pasznenoB u teM | Bua camocTosTenbHOU Ob6vem B | ®opma KOHTPOIIS
paboThHI gacax

Pasnen 1. Tumnosele yrpo- | Ilogroroska k jexkuuu, Tectsl Iepen
36l CETEBOI O€30IIaCHOCTH | MOATOTOBKA K cade 6 JIEKITHEH, K3aMeH
Tema 1. CereBble aTaku JK3aMEHa
Paznen 1. Tema 2. | IloaroToBKa K JIEKIHH, Tectsl iepen
Mexanusmbl  peanu3alnuy | IOATOTOBKA K cllaye 6 JIEKIUEH, DK3aMEH
arak B ceTsix TCP/IP 9K3aMeHa
Paznen 1. Tema 3. | IloaroroBKa K JIEKIHH, Tectbl nepen
Meroasl mnepexBaTa ceTe- | CEMUHApPY, MOATOTOBKA 6 JIEKIIMEH, TECTHI Ha
BBIX COCIMHEHUH B ceTsX | pedeparoB, MOATOTOBKA K CEMHHAape, 3K3aMeH
TCP/IP clade DK3aMeHa
Paznen 1. Tema 4. | IloagroToBKa K JICKIIHH, Tectsl iepen
IIpumepsl ceTeBBIX aTak B | CEMHUHApY, IOJATOTOBKA JIEKLUUEN, TECTHI HA
cerax ~ TCP/IP.  Texnu- | pedepaToB, HOATOTOBKA K 20 CEMHHAape, 3K3aMeH
YECKHE MeEphbl 3allUThl OT | cAade HK3aMeHa
CETEBBIX aTaK
Pasnen 2. Kpunrorpa- | [logroroska k jexuuu, Tectsl epen
(¢uyeckue MeTObl 3alUTHI | MOATOTOBKA K cllaye JIEKIMEHN, dK3aMEeH
uHpOopMaIuu B | OK3aM€Ha
BBIYMCIIMTENBHBIX  CETAX.
Tema S. Kpunrorpa-
(buueckune MTPOTOKOJIBI 14
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oOecnieueHus 0€30MaCHOCTH

Paszgen 2. Tema 6. 3amura

IToaroroBka K JEKIHH,

Tectsl iepen

BUPTYaIbHBIX YaCTHBIX | CEMUHApPY, MOJATOTOBKA 20 JIeKIMEH, TeCThI Ha

cereit (VPN) pedepaToB, MOATOTOBKA K CEMUHape, SK3aMeH
cJayde sK3aMeHa

Paznen 2. Tema 7. | IloaroroBka K JICKIIHH, Tectbl nepen

Pa3paboTka 3alMIIEHHBIX | CEMUHAPY, TIOJTOTOBKA 14 JIEKIMEH, TECThI Ha

CETEBBIX MPUIOKEHUN pedepaToB, NOArOTOBKA K CEMUHape, 3K3aMeH
cJaye sK3aMeHa

Pasnen 3. IIporpammHo- | [loaroroBka k 3aHsATHIO, Tectsl Iepen

anmapaTHble CpeIcTBa | MOJrOTOBKA pedepaTos, JIEKIIMEH, TECTHI Ha

obecrnieueHus 6€30MacCHOCTH | MMOATOTOBKA K CEMHUHAPY, CEMUHape, BOMPOCHI

B KOMIIBIOTEPHBIX CETAX | JabopaTopHBIM paboTam, 20 Ha jJabopaTopHOM

Tema 8. CpenctBa 3amuThl | TOATOTOBKA K cllaye pabote, SK3aMeH

JIOKaJbHBIX  CETEH  IpH | dIK3aMeHa

OAKIIOUEHUHU K MHTepHeT

Pazgen 3. Tema 9. 3ammura | ITogroropka K JeKIuu, Tectsl iepen

CEpBEPOB U pabouux | CEMHHApY, OJTOTOBKA 78 JIEKIMEH, TECThI Ha

CTaHIH

pedepaToB, MOATOTOBKA K
claue 9K3aMeHa

CEMHHApEC, DK3aMCH

dopma A
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11. VYEBHO-METOJIWYECKOE 1 HTH®OPMAIIMOHHOE OBECITEYEHUE
TACIATITAHBI

a) CniMcok peKoMeHyeMoil JIUTepaTyphbl:

OCHOBHasl

1. 3aneunukoB C.B., OCHOBBI TMOCTPOCHHUS BUPTYAJIbHBIX YaCTHBIX CeTeil: YdueOHOe
nocobue st By3oB / 3ameunukoB C.B., MwunocmaBckas H.I'., Tonctoii A.U. - 2-e wu3n.,
crepeotull. - M.: I'opsiuas nunus - Tenekom, 2011. - 248 c¢. - ISBN 978-5-9912-0215-2 - URL:
http://www.studentlibrary.ru/book/ISBN9785991202152.html

2. Nymkun A.B., [IporpamMmMmHo-anmapaTHbie CpencTBa odecrieueHus HHPOPMAIMOHHON
6e3omacHocTH: YueOHoe mocobue ams By3oB / A.B. Jlymkun, O.M. bapcykos, E.B. Kpasios,
K.B. CnaBuos. [lox penakuueit A.B. Jlymikuna - M.: I'opsiuas nunaus - Tenekom, 2016. - 248 c. -
ISBN 978-5-9912-0470-5 - URL: http://www.studentlibrary.ru/book/ISBN9785991204705.html

AOMOJTHUTEIbHAS

1. Hekommepueckas untepuer-sepcust CIIC "KoncynprantlIntoc":

1.1 3axon Poccuiickoit ®enepaunn ot 21.07.1993 Ne 5485-1 «O rocynapcTBeHHOU
taiine». - URL: http://www.consultant.ru/document/cons_doc_ LAW_ 2481/

1.2 ®epepanpublii 3akoH oT 27 wuions 2006 r. Ne 149 - ®3 «O6 wunbopmammu,
nH(pOpPMaITMOHHBIX TEXHOJIOTHIX u 0 3a1uTe uHpopMaIum» - URL:
http://www.consultant.ru/document/cons_doc LAW_61798/

1.3 [oxtpuna wuHpopmanmonHoit Oe3zonacHoctn Poccuiickoit ®enepanuu  (Yka3
[Ipesunenta PO ot 05.12.2016 N 646 "OO6 yrBepkaeHuu JIOKTpHHBI HHPOPMALMOHHOM
0€e30I1aCHOCTH Poccuiickoii denepannn") - URL:
http://www.consultant.ru/document/cons_doc LAW_208191/

1.4 ®enepanpubiii 3akoH 0T 06.04.2011 N 63-03 «O06 snexrporHOM moamucu» - URL:
http://www.consultant.ru/document/cons_doc_ LAW_112701/

2 I'OCT P UCO/MBK 27002-2012 MudopmanroHHass TeXHOJOTUsA. METOIABI M CPEACTBA
oOecrieyeHust 0e30macHOCTH. Cson HOPM u MpaBUII MEHEDKMEHTa
/I TOCT-Dkcnepr - emunas ©Oaza ['OCToB Poccuiickoit ®Denmepanmu it 00pa3oBaHHsS U
npomsinuieHHocTd. - URL: https://gostexpert.ru/gost/gost-27002-2012.

3 buprokoB A.A. HWHpopmammonHass 06e30MacHOCTh: 3allUTa U HamaJeHue
/ buprokoB A. A. - Mocksa: JIMK Ilpecc, 2017. - 434 c. - ISBN 978-5-97060-435-9. - Tekcr:
AJIEKTPOHHBIN // 9bC "KoncynpTant cTyneHra': [caliT]. - URL:

https://www.studentlibrary.ru/book/ISBN9785970604359.html

yueOHO-MeTOoAn4ecKast

1. UBanmoB A. M. Meroauvecknue yka3zaHus JUIsl CAMOCTOSITEIHHOW pabOThI CTYJICHTOB
no JucHuIuinHe «be30macHOCTh BBIYMCIUTENBHBIX CETEH» IJI CTYJIEHTOB CIEIUAINTETa IO
crnenuanbHocT 10.05.03 ounoii popmer oOyuenuss / A. M. Usannos; Yiul'VY, ®MUKAT. -
VYapsHoBck @ Yal'y, 2021. - 14 «c¢. - HeomyOmukoBanubeii pecypc. - URL:
http://lib.ulsu.ru/MegaPro/Download/MObject/10729

CornacoBaHo:
Benymmii cnemmanmct HB Yiul'Y / Tepexuna JI.A. / ka"/‘/ / 04.05.2023 /
JOJKHOCTh COTPYIHUKA HAyYHOU OMOIHNOTEKH ®UO ToJmICh nata
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0) [IporpamMHoOe o0ecnieueHne
- onteparmonHas cpena OC Windows/ Anst PaGouas cranmus §;
- Microsoft Office / MoiitO¢duc CtanmapTHBIN.

B) [Ipodeccuonasibubie 02361 JAHHBIX, HHPOPMANMOHHO-CIIPABOYHbIE CHCTEMBI

1. D1eKTPOHHO-0UOINOTEYHbIE CHCTEMBbI:

1.1. Iudposoii obpazoBatenbHbi pecypc I[PRsmart : s1nexkTpoHHO-OMOIMOTEUHAS
cucremMa : cabt / OOO Kommanus «Au Ilu Ap Memma». - CapatoB, [2023]. — URL:
http://www.iprbookshop.ru. — Pexum moctyna: s 3apeructpup. moib3oBareneid. - Tekcr :
3JIEKTPOHHBIMN.

1.2. O6pazoBarensras mwiatrhpopma FOPAMT : oGpasoBaTenbHbIl pecypc, dIeKTPOHHAs
6ubamorexa : caiit / 000 DrekrponHoe H3maTenbetBo «FOPAUTY. — Mocksa, [2023]. - URL:
https://urait.ru. — Pexxum goctyna: Juist 3aperucTpup. mojib3oBarenei. - TeKCT : 3JeKTPOHHBIH.

1.3. ba3a nannbpIx «nexkTpoHHas oubnmoreka texaudeckoro BY3a (3bC «KoncynpTanT
CTYACHTa») : ANEKTPOHHO-OMOMMoTeyHas cuctema : cailt / OO0 «Ilonmurexpecype». — Mocksa,
[2023]. — URL: https://www.studentlibrary.ru/cgi-bin/mb4x. — Pexum gocryma: s
3apPETUCTPUP. MOJIb30BaTENEH. — TEKCT : JIEKTPOHHBIN.

1.4. KoHcynbTaHT Bpada. DJIEKTpOHHAs METUIIMHCKas: OnOmoTeka : 0a3a JaHHBIX : CalT /
OOO «Bspicmiasg miKojsa OpraHuM3allMd W YOPaBIEHUS 3ApaBOOXpaHEeHHEM-KOMIUIEKCHBIN
MEIUIIMHCKUN KOHcaaTUHI». — MockBa, [2023]. — URL: https://www.rosmedlib.ru. — Pexum
JIOCTyNa: JJIsl 3apETUCTPUP. MOJIb30BaTeNeh. — TEKCT : JJIEKTPOHHBIN.

1.5. bonbmias MegunHCKas OMOTMOTEKA : AJIEKTPOHHO-OMOIMOTEYHAs CHCTEMa © CalT /
00O «bykam». — Tomck, [2023]. — URL: https:// www.books-up.ru/ru/library/ . — Pexum
JIOCTyNa: IJIsl 3aPETUCTPUP. MOJIb30BaTeNeh. — TEKCT : JJIEKTPOHHBIN.

1.6. OBC Jlanp : snekTpoHHO-OMOMMOTeUHast cuctema : cat / OO0 DBbC «Jlanpy. —
Cankr-IlerepOypr, [2023]. — URL: https://e.lanbook.com. — Pexum goctyma: amst 3aperucTpup.
nojb3oBaTenen. — TeKCT : 3JIEeKTPOHHBIM.

1.7. OBC Znanium.com : 351eKTpOHHO-O0nOIMoTeyHas cuctema : caiit / OO0 «3HaHIYMY.
- Mocksa, [2023]. - URL: http://znanium.com . — Pexxum poctyma : mjis 3aperucTpup.
[I0JIB30BAaTENEH. - TEKCT : JJIEKTPOHHBIN.

2. KoncyastantIlinwc [DnekTpoHHBIN pecypc]: cipaBouHas mpaBoBas cuctema. / OO0
«Koncynprant ITnrocy - DnektpoH. naH. - Mocksa : Koncynsrantllmoc, [2023].

3. ba3bl JaHHBIX NEPUOTUYECKUX U3TAHUI:

3.1. eLIBRARY.RU: nayunas snektponHas OubOnuoreka : caiit / OOO «Hayunas
OnektponHas bubnumoreka». — Mocksa, [2023]. — URL: http://elibrary.ru. — Pexxum nocryna :
JUIsL aBTOPHU3. TOJIb30BaTeNel. — TEKCT : 3JIEKTPOHHBII

3.2. DnextponHas 6muOmmoreka «M3narensckoro goma «I'pedernukoB» (Grebinnikon) :
anekTpoHHass Oubmumoreka / OOO WU «I'pebennukoB». — Mocksa, [2023]. — URL:
https://id2.action-media.ru/Personal/Products. — Pexxum mgoctyna : yisi aBTOpHU3. MOIB30BaTENCH.
— Tekcr : 3JeKTPOHHBIN.

4. @enepanpHas TrocynapcTBeHHas wuHoOpMamnroHHas cuctema «HarmumonanpHas
3IIEKTPOHHAst OMOIMOTEKaY : ANeKTpoHHast Oubnanoreka : caidt / ®I'BY PI'b. — Mocksa, [2023]. —
URL: https://H36.pd. — Pexxum noctyna : ajis moiab3oBareieil HaydHoU OnOimoTeku. — Tekcr :
AJIEKTPOHHBIN.

5. Poccwuiickoe o6pa3oBanue : penepanbHbiii mopran / yapeautenb OI'AY «DULTO». —
URL: http://www.edu.ru. — TeKCT : 37I€KTPOHHBIH.
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6. DnexTpoHHast 6ubnuoreynas cucrema Yiul'V : Moaynb «DleKTpoHHas OUOIHOTEKa»
ABUC Mera-ITPO / OO0 «/lara Oxcnpecc». — URL: http:/lib.ulsu.ru/MegaPro/Web. — Pexxum
JIOCTYTIA : JUIS TTOJIb30BaTesIel HayqyHOH OnbmuoTeku. — TeKCT : 3JeKTPOHHBIN.
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12. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCHUIIJIMHBI:

AyauTopuu JUIsl TIPOBEJCHUS JIEKIMH, CEMHHAPCKUX, JTAOOpaTOpHBIX 3aHaTHit: 3/317,
2/246.

Ayautopus 2/240 yKOMIUIEKTOBaHA CHCIHATM3UPOBAHHOW MeOeblo, y4eOHON JTOCKOM,
UMEIOTCS MYJbT MYJBTUMEAUNHBIE CPEACTBA: KOMIIBIOTEP W MPOEKTOp; HCIOJIb3YIOTCA
MynbTUMeANITHBIE TexHonoruu. MS Office, Internet Explorer, Power Point, MS Excel.

Hcnonbs3yeMble TEXHUUECKHUE CPEICTBA:

- cucTeMa 3aliuThl KOH(GUISHIMATbHON HH(pOpMALK U TEPCOHANIBHBIX TaHHBIX «Secret
Disk;

- 3JEKTpOHHBIH 3aMOK "C0060b";

- TIepPCOHAJIbHBIC CPEJCTBA AyTCHTU(DUKAIIMH U 3aIUIIEHHOTO XpaHeHUs JaHHbIX - USB-
KJIIOYM U cMapT-KapTel eToken;

- cucrema 3ammThl oT HCJI «Dallas Lock»;

- MEepPCOHAIBHOE CPEACTBO KpunTorpadudeckoi 3amuthl nHGopmanmu « LIUTTKA;

- IPOrpaMMHO-AIMapaTHEIA KoMIuieKe VipNety.

13. CIIEHUAJIBHBIE YCJIOBUA JJIS1 OBYYAIOLHINUXCA
C OT'PAHUYEHHBIMHA BO3MOXKXHOCTSAMMU 310POBbA

B cnywae HeoOxogummocTH, OOyYalOIIMMCS €3 YWCIA JIMI C OTPAaHHYECHHBIMU
BO3MOXXHOCTSIMU 3JI0pOBBsl (11O 3asiBICHHIO OOYy4YaloIIMMCSl) MOTYT MpeasiaraTbCsi OJHU U3
CIEIYIOIIMX BapUAHTOB BOCHPHUATHS WHPOPMAIMU C YYETOM WX HHIWBUIYAITbHBIX
NCUX0(U3UUECKUX BO3MOXKHOCTEH:

— Uil JUI] C HapyuleHHeM 3peHus: B (opMe DIIEKTPOHHOTO JIOKyMEHTa,
WHAUBUIYATbHBIE KOHCYJIBTAIIUU C MPUBJICUCHUEM THU(HIOCYPIOTIEPEBOTUNKA, HHIUBUIYaTHHBIC
3aJaHUA U KOHCYJIbTALlH;

— JUIsl JIML ¢ HapyLIeHHEM cliyXa: B popMe 3JIeKTPOHHOTO JOKYMEHTA, MHAWBUyallbHbIE
KOHCYJIbTallUM C  IIPUBJICYEHHEM CYPIOIEPEBOAYMKA, HWHAVMBUAYAJIBHBIC 3aJaHusS |
KOHCYJIbTalWs;

— JUIsL UL C HapyIIEHUEM OMOPHO-IBUTATEILHOTO ammapara: B (opme 3JIeKTPOHHOTO
IOKYMEHTa, UHAUBUAYAIbHBIE 3a1aHUs] U KOHCYJIbTallUA.

B cimyuae HEoOXOOMMOCTH HCHOJNB30BAaHHSA B Y4E€OHOM IPOLIECCE YACTHYHO/MCKIIOYUTEIBHO
JUCTAaHIIMOHHBIX 00pa30oBaTeIbHBIX TEXHONOTUH, oprannzanus padotsl [II1C ¢ obyuaromumucs ¢ OB3 u
MHBAINAAMH [IPETyCMAaTPUBACTCS B HIICKTPOHHON MH(OPMAIIMOHHO-00pa30BaTEIbHOM Cpesie C yI4eTOM HX
HMHAMBUAYAIBHBIX MCUXO()U3NIECKUX 0COOEHHOCTEH.
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11. YYEBHO-METOJUYECKOE U UH®OPMALIMOHHOE OBECIEYEHHUE
JACIUATLITAHBI

B) [IpodeccuonanbHbIe 6a3bl JaHHBIX, HHPOPMALMOHHO-CIIPABOYHbIE CHCTEMbI

1. DJ1IeKTPOHHO-0U0IHOTEYHbIE CUCTEMBI:

1.1. Iludposoii obpazoBatenbHbIil pecypc IPRsmart : anexTpoHHO-O0MOIMOTEYHAS CCTEMA

caur / OOO Komnanusa «Au Ilm Ap Meagma». - Caparos, [2024]. — URL:
http://www.iprbookshop.ru. — Pexum moctyna: s 3apeructpup. noib3oBareneid. - Teker :
3JIEKTPOHHBIMN.

1.2. O6pazoBarensnas mwiatrhpopma FOPAMT : oGpasoBaTenbHbll pecypc, dIEKTPOHHAs
6ubamorexa : caiit / OO0 DrekTporHOe H3maTenbeTBO «FOPAUTY. — Mocksa, [2024]. - URL:
https://urait.ru . — Pexxum octyma: ajist 3aperucTpyp. Mojib30BaTesei. - TeKCT : AIeKTPOHHBIN.

1.3. ba3a nannbpIx «2nexkTpoHHas Oubnmoreka texaudeckoro BY3a (3bC «KoncynpTanT
CTYACHTa») : NEKTPOHHO-OMOMMoTeyHas cuctema : cailt / OO0 «llonmurexpecype». — Mocksa,
[2024]. — URL: https://www.studentlibrary.ru/cgi-bin/mb4x. — Pexxum goctyna: ajis 3aperucTpup.
[I0JIb30BaTeNe. — TEKCT : AIEKTPOHHBIN.

1.4. KoHcynbTaHT Bpada. DJIEKTpOHHAs METUIIMHCKAs: OnOimoTeka : 0a3a JaHHbBIX : cauT /
OOO «Bspicmiag mkojsa OpraHuM3allMd W YOPaBIEHUS 3ApaBoOXpaHEeHHEM-KOMIUIEKCHBIN
MEIUIIMHCKUN KOHcaaTUHI». — MockBa, [2024]. — URL: https://www.rosmedlib.ru. — Pexum
JIOCTyNa: IJIsl 3apETUCTPUP. MOJIb30BaTeNeh. — TEKCT : JJIEKTPOHHBIN.

1.5. bonpmias MeguinHCKas OMOTMOTEKA : AJIEKTPOHHO-OMOIMOTEYHAs CHCTEMa © CalT /
00O «byxkam». — Tomck, [2024]. — URL: https://www.books-up.ru/ru/library/ . — Pexxum noctyma:
JUISL 3apETUCTPUP. MOJb30BaTENEh. — TEKCT : JJIEKTPOHHBIN.

1.6. OBC Jlansb : anekrporHO-0ubIHOTEUHAas cucteMa : caidT / OO0 DBC «Jlauby. — CaHKT-
[TerepOypr, [2024]. — URL: https://e.lanbook.com. — Pexxum mocTyma: st 3apeructpup.
II0JIb30BaTeNe. — TEKCT : AIEKTPOHHBIN.

1.7. 3BC Znanium.com : 371eKTpoHHO-OMOHOoTeuHas cuctema : cat / OO0 «3HaHmyMY.
- Mocksa, [2024]. - URL: http://znanium.com . — Pexum ngoctyma : Ui 3aperucTpup.
MoJb30BaTeNe. - TEeKCT : 3JIEKTPOHHBIH.

2. Koncyabsrantllimioc [DnekTpoHHBIN pecypc]: cripaBodHas npaBosas cucrema. / OO0
«Koncynprant [lntoc» - Dnektpon. nad. - Mocksa : Koncynsrantllntoc, [2024].

3. eLIBRARY.RU: nayunas snextpoHHas Oubimoreka : caiit / OOO «Hayunas
OnektponHas bubmuoreka». — Mocksa, [2024]. — URL: http://elibrary.ru. — Pexxum noctyna : s
aBTOPU3. NIOJIb30BATENEH. — TEKCT : DIEKTPOHHBIN

4. M@enepajbHasi rocyaapcrseHHass uHpopManuoHHas cucrema «HanumoHnanbHas
3J1eKTPOHHAs1 OUOIMOTeKay : dNIeKTpoHHAasA OnbimoTeka : caiit / ®I'BY PI'b. — Mockaa, [2024].
— URL: https://a36.pd. — Pexxum noctyna : s monbp3oBarenell HayqdHou OnbmnoTexu. — Tekcr :
AJIEKTPOHHBIN.

5. Poccuiickoe o0pa3zoBanue : henepanpHbiii nopran / yapeautenb OI'AY «DULTO». —
URL: http://www.edu.ru. — TekcT : 371€KTPOHHBIH.

6. daexTponHasi onbauoTeunasi cucrema Yal'y : Moayns «3nekTpoHHas OMOIHOTEKA»
ABUC Mera-ITPO / OO0 «Jlara Dkcmpeccy». — URL: http://lib.ulsu.ru/MegaPro/Web. — Pexxum
JIOCTYTIA : JJIsl TIOJIb30BaTeNield HayqYHOU OMOMMOTekH. — TEKCT : AJIEeKTPOHHBIN.
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